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PART 1

AI Didn’t Create Surveillance. It Completed It.
2026-07-25 · ORIGINAL ARTICLE: HTTPS://WWW.NOMOTO.MEDIA/AI-DIDNT-CREATE-SURVEILLANCE-IT-COMPLETED-IT/

Privacy is dead.

Not because every private conversation is being watched at this exact moment, nor because one government possesses a 
single perfect database containing the complete life of every person. Privacy is dead because the conditions that once 
made it possible have disappeared. Human life now produces a continuous digital record, that record can be retained 
almost indefinitely, and artificial intelligence has removed the final practical barrier that protected us: the inability to 
understand all the information being collected.

Surveillance used to be expensive. It required time, people and attention. A government could follow a political dissident, 
investigate a suspected criminal or monitor a foreign agent, but it could not follow everyone. A police officer had to watch 
a building. An intelligence analyst had to read an intercepted message. A clerk had to locate a file. An informant had to 
remember what had been said and write it down. Photographs had to be recognized by human eyes. Records held by one 
institution might never be connected with records held by another.

Even the most intrusive governments faced a physical problem. They could collect enormous quantities of information, 
but they could not read everything, remember everything or connect everything. Their ambitions exceeded the capacity of 
their bureaucracies.

That limitation is gone.

Artificial intelligence did not invent state surveillance. It completed the machinery required to make mass surveillance 
work.

The internet solved the collection problem. Smartphones, cloud computing, digital payments, social networks, cameras, 
advertising systems, connected vehicles and commercial data brokers transformed ordinary human behavior into an 
expanding archive. AI solves the analysis problem. Language models, facial recognition, graph analytics, computer vision 
and automated data integration can turn scattered records into identities, relationships, timelines, predictions and 
operational decisions.

We have spent the first years of the generative-AI revolution arguing about whether a chatbot can write an essay, imitate 
an artist or eliminate an office job. These are visible consequences, and some are important. But they are not the largest 
use of the technology. The most consequential use of AI may be its ability to convert accumulated information into power.

The Bottleneck Was Never Collection

Edward Snowden’s disclosures in 2013 revealed that the United States had built surveillance systems on a scale few 
citizens understood. The Privacy and Civil Liberties Oversight Board subsequently described an NSA program that had 

https://www.nomoto.media/ai-didnt-create-surveillance-it-completed-it/
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collected millions of domestic telephone records in bulk. Another surveillance program collected electronic 
communications when targets were believed to be non-Americans located outside the United States. Snowden did not 
reveal the beginning of mass surveillance. He revealed that its infrastructure was already operating.

The public debate that followed concentrated understandably on collection. How much information should intelligence 
agencies be permitted to acquire? What constituted a search? When was a warrant required? Could metadata expose a 
person’s associations even when the contents of a conversation remained unread? Was the collection lawful, necessary or 
effective?

Those questions remain essential, but they concealed a second problem. Collecting information does not automatically 
produce knowledge.

A billion telephone records do not interpret themselves. A warehouse full of intercepted messages is not an intelligence 
assessment. A decade of location data is not yet a biography. Somebody—or something—must identify the relevant people, 
resolve conflicting identities, translate different languages, connect transactions, reconstruct sequences, determine 
relationships and decide what matters.

For most of the history of surveillance, that work was performed by human beings. Computers made searching faster, but 
human attention remained the scarce resource. Intelligence agencies could collect more information than their analysts 
could reasonably examine. The data became larger while the number of hours in a human life remained unchanged.

AI was built for precisely this imbalance.

The NSA publicly states that its research includes data science, machine learning and scalable analytic techniques 
designed to extract actionable intelligence from raw data. Its work spans human-language technology, computer vision, 
large-scale graph analytics and collaboration between analysts and AI agents. This is not a critic imagining what 
intelligence agencies might eventually do. It is the agency describing what it is developing.

The Office of the Director of National Intelligence has instructed the eighteen agencies of the American Intelligence 
Community to make their data interoperable, discoverable and ready for use by both people and machines. Its data 
strategy explicitly identifies artificial intelligence as a means of managing, finding and exploiting information more 
effectively. Its open-source intelligence strategy says the intelligence community is already pioneering the use of AI, 
machine learning and human-language technologies.

The language is administrative, but the transformation is political. Once different collections become interoperable, an 
analyst no longer has to know where every relevant record is stored. Once information becomes machine-readable, the 
analyst no longer has to examine each item personally. Once language models and retrieval systems can summarize 
records, identify entities and answer questions across databases, the volume of collected information becomes less of an 
obstacle.

Surveillance becomes scalable.
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Your Life Is Already Producing the File

The modern surveillance system does not require a government officer to begin following you. Your life is already 
generating the record.

A smartphone can record or infer location, movement, communications, browsing, photographs, financial activity, travel, 
application usage and proximity to other devices. Connected cars generate location and driving data. Retailers record 
purchases. Banks retain transactions. Advertising networks follow users across applications and websites. Cameras record 
faces and license plates. Cloud platforms preserve photographs, messages, contacts and documents. Health applications 
record steps, sleep, heart rate, exercise and sometimes reproductive information.

Most of these systems were not introduced as instruments of political control. They were introduced as conveniences.

That does not make the resulting data less revealing.

Your phone may know where you were on a Tuesday afternoon ten years ago when you no longer have the faintest idea. 
A transaction record may show what you bought. A search history may show what frightened or fascinated you. A map 
history may reveal which clinic, church, political meeting, hotel, lawyer’s office or private home you visited. Your 
photographs may establish who was present. Wireless and Bluetooth records may reveal which devices repeatedly 
appeared near yours.

The extraordinary fact is not that one device contains every answer. It is that enough fragments exist to reconstruct the 
answer.

The United States Supreme Court recognized part of this reality in Carpenter v. United States. The Court held that 
government acquisition of historical cell-site location records constituted a Fourth Amendment search. It observed that 
carrying a cellphone is effectively unavoidable in modern life and that long-term location information can provide a 
comprehensive account of a person’s movements. Such records can expose not merely where someone traveled but their 
familial, political, professional, religious and intimate associations.

Carpenter now has a more direct descendant. In Chatrie v. United States, decided June 29, 2026, the Supreme Court held 
that police conducted a Fourth Amendment search when they used a geofence warrant to obtain Google Location History 
data. A geofence warrant can compel a technology company to identify devices recorded within a defined place and time, 
beginning with a crime scene rather than a named suspect. The Court concluded that people have a reasonable 
expectation of privacy in their cellphones’ location records even when officers seek only a limited period and obtain the 
data from a third party. It did not decide that every geofence warrant is unconstitutional, or even whether the warrant 
used in Chatrie was reasonable. Questions about probable cause, particularity at each stage of the process and the good-
faith exception were left for the Fourth Circuit on remand. The legal progression is important. Carpenter addressed a 
government demand for one person’s historical cell-site records. Chatrie addressed a method that searches location data 
first and identifies people afterward. In both cases, constitutional doctrine arrived after the technical capability had 
already been built and used.

The Court was responding to location records produced by cellular networks. The larger data environment has since 
become even more detailed. Location is now generated by applications, advertising identifiers, connected vehicles, 
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wearable devices, Wi-Fi networks and commercial tracking services. A person may believe they are sharing information 
with a weather application, a navigation service or a retailer. In reality, they are helping produce a dataset capable of 
describing their behavior over time.

The Federal Trade Commission has repeatedly brought cases against companies accused of selling sensitive location 
information. In one case, the agency alleged that a data broker sold precise data capable of tracking visits to medical and 
reproductive-health clinics, places of worship and domestic-abuse shelters. In another, the FTC alleged that location data 
could identify private homes. It later acted against companies accused of selling data associated with military sites, 
churches, health clinics and labor organizations.

These enforcement actions establish something larger than the conduct of individual companies. They demonstrate that 
detailed human movement has become a wholesale commodity.

Privacy has entered the supply chain.

First-Generation Data

The easiest data to recognize are the records we directly produce.

A search.

A purchase.

A text message.

A photograph.

A location coordinate.

A telephone call.

A medical appointment.

A bank transfer.

A social-media reaction.

A border crossing.
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These are first-generation data: records of observable acts.

They matter because they establish context. A person’s location at a particular time may be innocuous by itself. Combined 
with a purchase, a search and the presence of another device, it begins to describe an event. Add years of repeated 
behavior and it begins to describe a life.

This first generation of data is already more powerful than human memory. People forget. Databases do not forget unless 
they are made to forget. Human recollection changes, decays and reconstructs itself. Digital records preserve timestamps, 
coordinates, counterparties and identifiers.

The file can therefore become more authoritative than the person.

Ask someone where they were on an unremarkable afternoon in February a decade ago and they will probably be unable 
to answer. Ask the right collection of databases and the answer may already be waiting: the device was at this coordinate, 
connected to this network, moved along this route, made this purchase and appeared near these other devices.

The person no longer knows.

The system may.

Second-Generation Data

The second generation is not what you disclosed. It is what can be inferred from what you disclosed.

Repeated overnight location can indicate where you live. Regular daytime location can indicate where you work. Visits to 
a particular building can suggest medical treatment, religious practice, political activity, addiction treatment, pregnancy, 
legal trouble or a private relationship. Changes in purchases may indicate financial stress. Altered travel patterns may 
indicate a new job, separation, illness or caregiving responsibility.

None of these conclusions must be explicitly stored in the original data.

They can be generated.

This distinction is fundamental. Traditional privacy discussions often assume that the danger lies in exposing information 
a person consciously provided. AI makes that model obsolete. Institutions can infer information a person never knowingly 
disclosed and may not even know about themselves.

Second-generation data are created by combining first-generation records with context.
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The inference may be correct. It may be partially correct. It may be completely wrong. But once created, it can influence 
how a person is treated.

A model does not need certainty to alter a decision. It needs only a score, a category or a recommendation accepted by 
someone with authority.

Third-Generation Data

The third generation concerns prediction.

What will this person do next?

Will they repay a loan?

Will they commit fraud?

Will they leave a job?

Will they attend a protest?

Will they cross a border?

Will they purchase a product?

Will they become ill?

Will they support a political movement?

Will they pose a threat?

Third-generation data do not describe an event that has already happened. They describe a possible future calculated from 
the first two generations. Past behavior becomes inferred identity, and inferred identity becomes anticipated conduct.

This is where surveillance ceases to be merely observational.

It becomes preventative, anticipatory and disciplinary.

A person can be subjected to scrutiny not because of what they have done but because of what a system predicts they 
might do. The prediction may be described as decision support rather than judgment, but the practical effect can be the 
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same if an official treats the model’s output as authoritative.

Everything becomes data. Data become description. Description becomes prediction. Prediction becomes action.

Knowledge becomes power in its most literal form.

The Government Does Not Need to Collect Everything 
Itself

One of the most dangerous misunderstandings about modern surveillance is the belief that the state must personally 
collect every record it wishes to use.

It does not.

Private companies have spent decades constructing a commercial surveillance infrastructure for advertising, analytics, 
fraud prevention, customer profiling and market research. Data brokers acquire, aggregate and sell information generated 
across this economy. Governments can access some commercial information through purchases, contracts or other lawful 
mechanisms rather than building the original collection system themselves.

The Intelligence Community openly acknowledges the importance of what it calls commercially available information. A 
declassified ODNI report stated that the volume and sensitivity of such information had expanded because of digital 
technologies, including location tracking. The report recognized that commercially available information can reveal 
intimate details about individuals and may be combined or analyzed in ways that create powerful intelligence. ODNI 
subsequently issued a framework governing intelligence agencies’ access to, collection of and processing of this material 
because of the privacy and civil-liberties issues it creates.

The existence of a framework is itself an admission of scale. Intelligence agencies do not create specialized rules for 
information that is irrelevant to their mission.

Commercial surveillance and state surveillance are not identical. They operate under different authorities and pursue 
different objectives. But they increasingly inhabit the same data environment. Private companies collect information 
because it has economic value. Governments use information because it has operational value. AI increases both.

This is how privacy became wholesale. Human behavior is collected in bulk, traded in bulk and analyzed in bulk.

The state does not need to place a tracking device on every car when commercial systems already record movement. It 
does not need an officer to identify every face when searchable image collections contain billions of photographs. It does 
not need to ask every person about their associations when location, communication and transaction records can help 
reconstruct them.



NOMOTO MEDIA   ·   10

Federal agencies are already using these systems. The Government Accountability Office reported that seven federal law-
enforcement agencies used commercial or nonprofit facial-recognition services capable of searching billions of images. All 
seven initially used those services without requiring personnel to receive facial-recognition training. GAO also found that 
eighteen of twenty-four large federal agencies reported using facial-recognition technology during fiscal year 2020.

A later GAO review found that Homeland Security law-enforcement components used more than twenty detection and 
monitoring technologies, including facial recognition, automated license-plate readers, drones and fixed cameras. The 
report warned that agency policies did not always include important protections, such as limiting collection to 
information relevant to an authorized purpose.

This is happening now.

Palantir and the Architecture of Connection

Palantir is not the creator of this world, but it represents the type of company built for it.

Its importance lies not primarily in collecting data. Its platforms are designed to integrate information that already exists, 
make it searchable, map relationships and help institutions act upon it. Palantir openly markets artificial intelligence and 
large language models to military and defense organizations. Its materials describe software supporting intelligence 
operations, battlefield awareness, targeting workflows, logistics, cameras, sensors and rapid decisions across multiple 
operational domains.

A 2024 partnership announcement between Palantir and Anduril described a system intended to move national-security 
data from battlefield sensors at the tactical edge into cloud-based AI infrastructure. Palantir’s defense work is therefore 
not an abstract experiment involving conversational bots. It is part of an effort to connect sensing, data, analysis and 
action.

Palantir is especially visible because it describes much of this work publicly and has become closely associated with 
defense, intelligence and government data systems. It should not be treated as the sole cause. The same architecture 
appears throughout modern technology: collect data, unify it, identify entities, map relationships, generate insight and 
accelerate decisions.

The brand names will differ. The institutional purpose will differ. The machinery will remain recognizable.

What matters is the conversion of fragmented observations into operational knowledge.
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Snowden Exposed Yesterday’s Machine

Snowden warned the public that the infrastructure of mass collection had been built. His disclosures forced governments, 
courts and citizens to confront capabilities that had developed largely outside ordinary democratic debate.

But the systems Snowden revealed belonged to an earlier technical era.

The data existed, but much of it still had to be queried through comparatively rigid systems. Analysts needed to know 
what they were seeking. Databases remained divided. Language, format and classification barriers made integration 
difficult. Human beings still performed much of the interpretive work.

AI changes the value of everything collected before it.

An archive that was too large to examine in 2013 may not remain too large in 2026. A database gathered for one purpose 
may acquire new significance when combined with other records. Old communications can be summarized. Historical 
locations can be linked. Photographs can be searched with improved recognition systems. Seemingly meaningless 
metadata can be reconsidered in the light of later events.

Data do not expire merely because the technology originally available could not fully exploit them.

This is one reason retention matters so much. The collection of information creates a future option. Institutions may not 
know how to use every record at the moment it is acquired. They may acquire that ability later.

Snowden showed us the warehouse.

AI turns on the lights.

The Stasi’s Impossible Dream

The East German Stasi constructed one of the most extensive systems of domestic surveillance in modern history. It 
recruited informants, intercepted communications, opened mail, recorded conversations, photographed targets and 
assembled immense archives.

Its ambition was to make society visible to the state.

Yet the Stasi remained constrained by paper and human labor. Officers had to recruit informants, produce reports, listen to 
recordings, develop photographs, index files and manually connect one record to another. The system was oppressive, but 
it was not omniscient. Its desire to know exceeded its ability to process.



NOMOTO MEDIA   ·   12

Imagine the same institutional ambition equipped with smartphones, cloud storage, facial recognition, automated 
transcription, location histories, graph databases and language models.

The comparison is not a claim that every government using AI is East Germany. It is a comparison of capability. It asks 
what happens when technologies developed in commercial democracies are applied by a government that decides its 
survival is threatened.

A threatened state will use the powers available to it. It may change the law, reinterpret the law, invoke an emergency, 
purchase information indirectly, classify the program or insist that exceptional circumstances require exceptional 
measures. Different governments will use different language. The underlying incentive is the same: if information can 
reduce uncertainty and preserve power, the pressure to obtain and use it will be immense.

The political character of the government determines who is targeted and why.

The technology determines what is possible.

The Courts Are the Last Barrier

The most important defenses remaining to an ordinary person are institutional: courts, due process, enforceable rights, 
independent judges, legal discovery, public-interest litigation, journalists and organizations capable of challenging the 
state.

For those with money, access to those defenses is considerably stronger. They can hire lawyers, commission experts, 
appeal decisions and force institutions to explain themselves. The poor, the undocumented, the politically isolated and 
those already classified as suspicious may never discover what information was used against them.

This is why secrecy and automated inference are such a dangerous combination. A person cannot challenge evidence they 
are not permitted to see. They cannot correct a profile they do not know exists. They cannot cross-examine a model. They 
may not know whether an adverse decision came from a human judgment, a commercial database, an algorithmic score or 
an association inferred from someone else’s records.

The Supreme Court’s decision in Carpenter placed a constitutional limit on government acquisition of historical cell-site 
records by holding that obtaining those records was a Fourth Amendment search generally requiring a warrant. Chatrie 
carried that reasoning into the use of a geofence warrant to obtain Google Location History data: that access was also a 
search. But the Court did not categorically prohibit geofence warrants or decide whether the warrant used there satisfied 
probable cause and particularity. It vacated the judgment and sent those questions, along with the renewed good-faith 
issue, back to the Fourth Circuit. The legal progression is narrower than a ban and more important than a procedural 
adjustment. It recognizes that constitutional protection can attach not only when the government follows a known person 
through stored location records, but also when it searches a provider’s location database to discover who was present. The 
law is still trying to apply enduring protections to investigative methods that technology made possible first.

The courts matter because technology will not restrain itself. Companies will continue to monetize information. 
Intelligence agencies will continue to seek strategic advantage. Police will continue to seek faster investigative tools. 
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Political leaders will continue to demand protection from enemies, disorder and perceived threats.

The question is whether any institution can still say no.

AI Completed Surveillance

AI did not create the desire to watch populations.

It did not create secret police, intelligence agencies, advertising networks, informants, dossiers or political repression. It 
did not invent the census, the passport, the fingerprint, the wiretap, the camera or the database.

It connected their descendants.

It removed the excuse that there was simply too much information to understand.

The modern surveillance system can collect first-generation records of what we do, generate second-generation inferences 
about who we are and produce third-generation predictions about what we may do next. It can search memories we no 
longer possess. It can reconstruct associations we never declared. It can turn commercially generated information into 
government intelligence and intelligence into action.

The system is not all-seeing. It does not have to be.

It only has to know enough about anyone once those in power decide to look.

For centuries, privacy survived partly because human beings could not record everything and institutions could not 
process everything. That was never a principled safeguard. It was a technical limitation mistaken for a permanent feature 
of freedom.

The limitation has ended.

The warehouse exists. The profiles exist. The commercial market exists. The government programs exist. The analytical 
machinery exists.

Privacy is dead because forgetting is dead, obscurity is dying and the cost of understanding an entire human life is 
collapsing.

AI did not create surveillance.

It completed it.
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This is Part I of The End of Privacy, an ongoing NOMOTO MEDIA Investigation into artificial intelligence, surveillance, 
data collection, predictive profiling, and the institutions attempting to govern them.

Sources

Supreme Court of the United States, Chatrie v. United States, No. 25–112 (June 29, 2026)

https://www.supremecourt.gov/opinions/25pdf/25-112_0am4.pdf
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PART 2

Privacy Was Never Free
2026-07-26 · ORIGINAL ARTICLE: HTTPS://WWW.NOMOTO.MEDIA/PRIVACY-WAS-NEVER-FREE/

Human civilization has always kept records. Long before computers, databases, intelligence agencies or artificial 
intelligence, societies learned that memory could be removed from the mind and placed somewhere more durable. Clay 
tablets recorded grain, debts and taxation. Religious institutions preserved births, marriages and deaths. Kingdoms 
maintained land registers because property determined wealth, obligation and political power. Empires counted 
populations because soldiers, laborers and taxable bodies had to be found before they could be commanded.

Every generation believed it was solving an administrative problem. Few recognized that every improvement in record 
keeping also altered the balance between those who governed and those who were governed.

A record is never merely a memory. It is a claim that an institution may continue knowing something after the person 
who supplied the information has left the room. Once preserved, it can be consulted by someone who was not present, 
transferred to another authority, compared with other records and eventually used for a purpose never imagined when it 
was created. What begins as an entry in a ledger can become evidence, eligibility, suspicion or exclusion. Knowledge does 
not remain passive merely because it was recorded quietly.

This is why privacy has never been free.

It was not bestowed upon humanity by benevolent rulers, nor did it emerge naturally as societies became more civilized. 
Privacy was gradually wrestled from institutions that had persistent reasons to know more about the people beneath 
them. It developed through political struggle, judicial decisions, legislation, public scandal and resistance to the arbitrary 
exercise of power. Yet even those achievements tell only part of the story, because privacy was protected not only by law. 
It was protected by the limits of the world itself.

For most of history, observation was expensive, storage was fragile, retrieval was slow and analysis was performed by 
human beings. A ruler might wish to know everything, but wishing was not enough. A police officer could follow one 
person but not an entire population. A clerk could retrieve one file but not ten million at once. A secret service could open 
letters, recruit informants and fill archives, but every act of surveillance consumed labor. Records remained scattered 
across offices that did not communicate easily. Paper burned. Ink faded. Witnesses died. Officials retired. Memories 
changed. Distance concealed people, and time dissolved evidence.

These were not moral protections. They were practical ones. Nevertheless, they created much of the lived experience we 
came to call privacy.

We mistook technological limitation for a permanent condition of freedom.

That mistake is now becoming visible.

https://www.nomoto.media/privacy-was-never-free/
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What Earlier Generations Fought Against

The modern defense of privacy did not begin with concerns about targeted advertising or smartphones listening from 
bedside tables. It emerged from repeated encounters with governments that believed the power to search should be broad, 
discretionary and difficult to challenge.

The Fourth Amendment to the United States Constitution arose partly from colonial hostility to general warrants and 
writs of assistance, legal instruments that allowed British authorities to conduct broad searches without identifying a 
particular place or specific evidence in advance. The founding generation’s objection was not merely that officers 
occasionally behaved rudely. General searches represented a political principle: the state claimed the right to enter private 
spaces and search for wrongdoing without first demonstrating why a particular person should be suspected. The Fourth 
Amendment reversed that relationship by requiring reasonableness and particularity. Power was supposed to justify 
intrusion before intrusion occurred.

That protection did not arrive as a philosophical luxury. It grew from experience. People understood that a government 
permitted to search everyone in order to discover who might be guilty had already changed the position of the citizen. 
Innocence no longer protected the home. The state’s curiosity became sufficient authority.

The struggle continued because technology kept changing what intrusion meant. In the nineteenth century, mass 
newspapers, inexpensive photography and new printing methods made private information easier to capture and 
distribute. In 1890, Samuel Warren and Louis Brandeis published “The Right to Privacy,” responding to new forms of 
publicity and arguing that existing law should recognize what became famously described as the right to be left alone. 
Their concern was not a medieval monarch entering a house. It was modern technology making private life reproducible 
and public. Each technological improvement required privacy to be imagined again because the previous boundary had 
been drawn around an older machine.

The telephone created another crisis. When federal agents used wiretaps against suspected bootleggers during 
Prohibition, the Supreme Court initially held that the Fourth Amendment had not been violated because officers had not 
physically entered the defendants’ property. Justice Brandeis dissented. His position recognized that constitutional 
protection could not remain tied forever to doors, walls and filing cabinets while technology allowed the state to enter a 
life without entering a room. Later doctrine moved toward protecting people rather than merely physical places, but only 
after the technology had already exposed the inadequacy of the older boundary.

This has been the recurring pattern. A technology expands observation. Institutions use it. Harm becomes visible. Courts 
and legislatures attempt to restore a boundary after the old one has already failed.

Privacy law is therefore often a record of society arriving late.

The United States enacted the Privacy Act of 1974 after growing concern about federal record systems and computerized 
information. The law requires agencies to disclose systems of records publicly and generally restricts the release of 
records about individuals without consent, subject to statutory exceptions. Its very existence acknowledges that 
government files can become a form of power requiring access, correction and disclosure rules.
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Europe moved further toward treating personal information as a distinct legal concern. The Council of Europe’s 
Convention 108, opened for signature in 1981, became the first legally binding international instrument devoted to 
protecting people in the automatic processing of personal data. Decades later, it had to be modernized because networked 
technologies had changed the scale and character of processing. The European Union’s General Data Protection 
Regulation later added stronger rights over access, processing and, under qualifying circumstances, erasure—the so-called 
right to be forgotten.

These protections did not appear because institutions had lost interest in information. They appeared because citizens, 
courts and lawmakers recognized that information could be used to dominate as easily as it could be used to administer.

The history matters because it corrects the story we tell ourselves. We did not inherit privacy because it was obvious. We 
inherited it because earlier generations repeatedly discovered that unchecked knowledge produces unchecked power, and 
they constructed barriers after witnessing the damage.

Those barriers took centuries to build.

The infrastructure that weakened them arrived within a generation.

Privacy Was Also an Accident of Physics

Legal history can create the impression that privacy depended entirely upon rights. In practice, rights operated inside a 
world that still imposed its own limitations.

Imagine an intelligence service in 1950 attempting to reconstruct the ordinary life of a person who was not already under 
investigation. It might search property records, request employment information, interview neighbors, examine bank 
documents, follow the subject, intercept communications or recruit an informant. Each step required authorization, 
manpower, time and a reason to continue. The effort might be formidable, but it remained selective. Surveillance began 
with attention.

Modern digital life reverses that order.

The record is often created before anyone decides to investigate. Location histories, transactions, communications and 
photographs accumulate because the systems of ordinary life produce them automatically. Attention can arrive later. 
Surveillance no longer has to begin when an officer follows a person. It can begin years earlier as a by-product of 
convenience, waiting for a future institution to decide that the accumulated record matters.

The old world forgot by default. The new world remembers by default.

That difference is more profound than it initially appears. Human memory is selective, unstable and deeply contextual. 
We forget exact words while retaining emotional meaning. We combine events, revise interpretations and discard details 
that no longer seem important. This imperfection is inconvenient in courts and useful in life. It allows experience to be 
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absorbed without requiring every moment to remain equally present.

Machines remember differently. They preserve fragments without understanding why the fragments mattered when they 
were created. A coordinate does not know whether a visit was routine, accidental, compassionate, coerced or 
misunderstood. A search query does not know whether it expressed belief, curiosity, fear, scholarship or disgust. A 
photograph does not know the relationships among the people inside it. The context may disappear while the trace 
remains.

Later, a system can reconstruct a different context around the trace.

This is the danger of permanent records. They do not merely preserve the past. They preserve material from which 
institutions can manufacture new versions of the past.

A person may no longer remember where they were on an uneventful Tuesday afternoon ten years ago. Their phone, 
payment card, vehicle, photographs and application records may retain enough fragments to answer. The institutional 
record can become more precise than memory, and precision can easily be mistaken for truth. It may establish a location 
without explaining a reason, an association without explaining a relationship or an action without explaining its meaning.

Human beings live narratively. Databases remember transactionally.

The tension between those forms of memory will define much of the coming struggle over privacy.

Forgetting Was a Form of Mercy

It is tempting to describe forgetting as a failure, particularly in a culture that treats more information as inherently 
desirable. Yet many of our most humane institutions depend upon the possibility that a person should not be permanently 
defined by every earlier act.

Juvenile records can be sealed because societies recognize that a child is not simply a smaller version of the adult they 
may become. Criminal records may sometimes be expunged because punishment is not supposed to create an eternal 
identity. Bankruptcy allows economic failure to reach a legal conclusion rather than becoming a hereditary condition. 
Statutes of limitation reflect multiple purposes, but among them is the recognition that evidence decays, circumstances 
change and some claims should not remain indefinitely actionable. Pardons, rehabilitation and forgiveness all assume that 
time can alter the moral meaning of the past.

These practices do not erase history completely, nor should every action be forgotten. They express a subtler principle: 
memory must sometimes be limited so that human beings can continue living.

A society incapable of forgetting is also a society increasingly incapable of allowing transformation.

Permanent digital memory attacks that possibility quietly. It does not announce that redemption has been abolished. It 
simply ensures that the old photograph remains searchable, the old comment retrievable, the old location reproducible 
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and the old association available for reinterpretation. A mistake no longer has to remain socially relevant in order to 
remain technically accessible.

This changes behavior even before anyone is punished. People who know that every opinion may remain attached to their 
identity indefinitely will learn to speak cautiously. Curiosity becomes risky because searches may be interpreted without 
context. Association becomes dangerous because the meaning of an organization can change, or the political environment 
surrounding it can change. Exploration narrows when every unfinished thought can become permanent evidence.

Privacy protects more than secrets. It protects the unfinished person.

It protects the interval between wondering and believing, between making an error and understanding it, between being 
one kind of person and becoming another. Without that interval, identity hardens into a ledger assembled by institutions 
that may never ask what the person meant.

The right to be forgotten in European data law is imperfect, qualified and contested. It cannot remove every legitimate 
public record, nor should it. Yet its underlying intuition is important: technological memory should not automatically 
outrank human change. The GDPR recognizes circumstances in which personal data should be erased when the original 
basis for processing no longer applies or when no overriding legitimate ground justifies continued retention.

The fact that modern law must explicitly create a right resembling forgetting reveals how unnatural forgetting has 
become within digital systems.

We Did Not Simply Lose Privacy. We Traded It.

It would be easier to tell this story if privacy had been stolen from an unwilling public in a single visible act. There would 
be a villain, a date and perhaps a law to repeal. The truth is more difficult because much of the infrastructure was 
welcomed.

No government had to order people to carry smartphones. Companies built devices that solved real problems so 
effectively that refusing them became increasingly impractical. Maps became immediate and accurate. Families separated 
by continents could see one another. Photographs could be preserved without fear of fire or decay. Banking, travel, 
shopping and work became faster. Emergency services could locate people. Small businesses could reach global audiences. 
Knowledge that once required libraries and privilege became available from a pocket.

These are not trivial benefits offered as bait for an otherwise useless machine. They are genuine achievements, and any 
serious investigation must admit their value.

That is precisely why privacy disappeared so easily.

We did not experience each decision as surrender. We experienced it as improvement.
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A calendar asked to synchronize. A map requested location. A social application requested contacts. A photo service 
offered automatic backup. A retailer offered faster checkout. A website asked to remember preferences. A watch measured 
sleep and heart rate. A vehicle connected to an account. A doorbell camera protected a home. A voice assistant made it 
possible to control a room without touching anything.

Each request seemed narrow because the benefit was immediate and the cost was abstract.

No individual permission appeared to abolish privacy. The loss emerged from accumulation.

There was no referendum in which citizens were asked whether private companies should create continuous behavioral 
histories capable of revealing movement, relationships, preferences, fears and vulnerabilities. Instead, the decision was 
divided into millions of tiny transactions conducted under conditions in which refusal often meant accepting 
inconvenience, losing access or becoming socially disconnected.

Consent became ceremonial.

We accepted terms that few people could read, fewer could negotiate and almost nobody could evaluate against unknown 
future uses. Even a person who carefully examined every privacy policy could not predict which company would later be 
acquired, which data broker would obtain a copy, which new analytical method would make an old record newly 
revealing or which government would eventually request access.

The bargain was presented as privacy in exchange for convenience.

That was never the full transaction.

We exchanged privacy for participation in modern life.

Once banking, employment, education, transportation, communication and government services moved online, opting out 
ceased to be a meaningful choice for most people. A person could resist certain platforms, disable some permissions, use 
encryption and avoid obvious forms of tracking, but complete withdrawal increasingly required money, expertise, social 
sacrifice and constant vigilance.

Privacy became a luxury purchased through inconvenience.

This helps explain why societies could spend centuries establishing principles against arbitrary intrusion and then 
relinquish so much practical privacy in roughly two decades. Legal protections were designed primarily to restrain 
identifiable institutions, particularly the state. The new system entered through commerce, user experience and voluntary 
exchange. It did not initially resemble the police officer at the door, so the rights built against the police officer did not 
appear immediately relevant.

We were looking for coercion while convenience constructed the apparatus.
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The Transaction We Failed to Understand

Even the phrase “data collection” understates what occurred. It suggests that companies merely gathered a series of 
isolated facts: this person bought a book, visited a location or watched a film. The more consequential development was 
the creation of systems designed to connect behavior across time.

A single purchase says little. A purchasing history can reveal income, routine, health concerns, family structure and 
changing circumstances. A single location means almost nothing. Repeated locations can identify home, work, 
relationships and patterns of movement. One search may be random curiosity. A sequence of searches may reveal an 
emerging concern before the person has discussed it with anyone.

The transaction therefore developed in stages.

We supplied records of behavior. Those records became behavioral histories. Histories became models. Models generated 
predictions. Predictions shaped what we were shown, what prices we encountered, which opportunities appeared and 
how institutions evaluated us.

The Federal Trade Commission’s investigation of data brokers documented an industry that collected personal 
information from many sources and resold or analyzed it for purposes including identity verification, marketing and risk 
mitigation. Its report emphasized that consumers often lacked practical knowledge of which brokers possessed their 
information or how that information was being used. More recent FTC actions have targeted the sale and use of sensitive 
location data, including information allegedly capable of revealing visits to clinics, places of worship and other highly 
sensitive locations.

This is not merely data storage. It is the industrial production of context.

The first generation of information records what occurred: a device entered a location, a card made a purchase, an account 
conducted a search. The second generation infers what the event means: the person may live here, work there, know this 
individual, experience this medical condition or hold this belief. A third generation predicts what the person is likely to do 
next.

At every stage, the distance between the individual and the description grows.

The first record may be correct. The inference may be plausible. The prediction may be statistically useful. Yet each layer 
acquires an authority that exceeds the evidence beneath it, particularly when the method remains hidden from the person 
being judged.

This is why privacy cannot be protected merely by allowing people to see the raw data they supplied. The most powerful 
information about them may consist of conclusions they never supplied at all.

A person can decline to state a political belief while their associations, reading habits, donations, locations and social 
network imply one. They can conceal financial distress while changes in purchases and payment timing reveal it. They 
can avoid discussing illness while movement, searches and consumption patterns suggest it. They can refuse to describe 
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their personality while language, response times and patterns of attention are used to model it.

The collection of facts becomes the construction of a person.

That constructed person may then travel farther through institutions than the human being it claims to represent.

The Ledger Becomes Universal

The ledger is one of civilization’s oldest technologies. It records obligations and makes them durable. A debt survives 
because the ledger remembers it. Property remains assigned because the ledger preserves ownership. Taxes can be 
enforced because the ledger identifies what is owed.

Historically, ledgers were limited by purpose. A church register recorded births and marriages. A merchant recorded 
accounts. A government counted citizens. A prison maintained inmates. Different institutions saw different portions of a 
life.

The modern ledger is not held in one book. It is distributed across thousands of systems, yet increasingly capable of being 
combined.

This distinction can create false reassurance. No single organization may possess a perfect record of a person, therefore 
people assume the complete profile does not exist. But completeness no longer requires one central archive. It requires the 
ability to retrieve and connect fragments when a question is asked.

The universal ledger does not have to be assembled permanently in advance. It can be assembled on demand.

That is the role artificial intelligence increasingly plays. It provides an analytical layer across heterogeneous records, 
making it possible to identify entities, connect references, summarize documents, reconstruct timelines and answer 
questions in natural language. The ledger becomes intelligible without requiring one human being to read every entry.

This is where the long history of privacy reaches a break.

Earlier technologies increased the state’s ability to collect. AI increases the ability of institutions to understand everything 
already collected. The old protection—that no one could realistically process all the material—can no longer be relied 
upon.

The problem was never merely that information existed. The problem was that information could become knowledge, and 
knowledge could become action.
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Democracy Was Built for a Different Machine

Constitutional democracies did not ignore privacy. They built protections around the technologies and institutions they 
understood.

The Fourth Amendment imagined searches conducted by agents seeking access to persons, houses, papers and effects. Its 
principles remain profound, but digital life complicates the categories. Where is the search when a person’s movements 
have already been recorded by private infrastructure? What is the equivalent of entering a home when a location history 
can reveal years of visits? Who holds the papers when personal records are stored across cloud providers, applications, 
telecommunications systems and commercial brokers?

Courts have begun confronting these questions, but doctrine moves case by case while technology operates at population 
scale. The legal system waits for a dispute, a plaintiff with standing, evidence of harm and years of appeals. The 
infrastructure evolves continuously.

This creates an asymmetry. Companies and agencies can develop capabilities before courts determine where 
constitutional limits apply. A person may never know that data influenced an investigation or decision, making challenge 
difficult. Those with money can hire attorneys and experts, force discovery and pursue appeals. Those without resources 
may encounter the result of a hidden system as an unexplained denial, search, investigation or classification.

Rights remain, but the ability to invoke them is unequal.

The Fourth Amendment’s historical response to general warrants contains a warning for the digital age. General warrants 
were dangerous because they allowed the state to search broadly first and identify wrongdoing afterward. Contemporary 
mass collection can reproduce that logic in technological form. Information about entire populations may be retained, 
with suspicion determining who is later selected from the archive.

The order has been reversed again.

Evidence no longer necessarily follows suspicion. Suspicion can be generated from the evidence collected about everyone.

This is not merely a legal technicality. It changes the moral position of the citizen. A system built upon individualized 
suspicion treats privacy as the default and intrusion as the exception. A system built upon universal collection treats 
observation as the default and promises that institutions will use it responsibly.

That promise is not privacy.

It is trust in power.

The history of privacy is largely the history of learning why trust alone is insufficient.
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How Quickly We Gave It Away

The speed of the transformation is almost impossible to absorb because it occurred inside ordinary life.

Within a few decades, societies moved from cash purchases, paper maps, printed photographs, landline telephones and 
locally stored records to devices that accompany people continuously and mediate nearly every major activity. Many 
people alive today remember both worlds. They remember leaving home without becoming unreachable, traveling 
without generating a continuous location history, purchasing something without creating a durable behavioral record and 
making mistakes that did not remain searchable forever.

This was not ancient history. It was yesterday.

The legal principles we inherited were developed over centuries. The practical privacy they were intended to protect 
weakened within perhaps twenty years.

That contrast should trouble us more than it does.

Earlier generations fought over general warrants, intercepted letters, wiretaps, police dossiers, census confidentiality and 
government databases. They argued that a person should not become permanently transparent merely because 
transparency made administration more efficient. They created constitutional barriers, statutory protections, judicial 
review and international data rights.

We inherited the results of those struggles and then constructed a world in which the information existed anyway.

This does not mean the earlier victories were meaningless. Without them, the situation would be worse. Courts can still 
restrain government access. Laws can impose deletion, purpose limitation and minimization. Regulators can punish 
deceptive or abusive collection. Encryption can protect communications. Political movements can demand stronger rights.

But the struggle has changed. Earlier generations often fought to prevent a record from being created or a private space 
from being entered. We must now fight over access to records that already exist, inferences generated from those records 
and decisions made through systems we cannot see.

The terrain moved beneath the law.

Privacy Did Not Die in a Single Moment

There will never be one date on which historians can say privacy ended. It did not disappear with the invention of the 
internet, the release of a smartphone, the creation of a social network or the arrival of generative AI. Each event removed 
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a different form of friction.

The internet made information transferable. Cloud computing made storage effectively limitless. Smartphones made 
collection continuous. Commercial platforms made behavioral observation profitable. Data brokers made personal 
information tradable. Artificial intelligence made the resulting archive increasingly understandable.

No single development completed the transformation alone.

Together, they changed the default condition of human life.

Privacy once meant that much of a person’s existence naturally passed without becoming a record. Today privacy often 
means that records exist but are protected by a policy, encryption system, legal rule, corporate promise or lack of present 
interest.

The difference is enormous.

In the old condition, an institution often could not know. In the new condition, it may know but claims it will not look.

That is not the same freedom.

The first depends upon limits to power. The second depends upon restraint by power.

What We Are Trying to Preserve

Privacy is sometimes dismissed as an individual preference, comparable to choosing curtains or declining publicity. That 
interpretation is too small.

Privacy creates a space in which thought can develop before it becomes a position, association can occur without official 
interpretation and identity can change without every earlier version remaining equally authoritative. It allows people to 
speak differently in a family, a friendship, a workplace and a political meeting without a machine collapsing those 
contexts into one permanent profile.

It preserves the distinction between a human being and the information institutions retain about them.

Without privacy, power does not merely know more. The citizen begins anticipating what power might know. That 
anticipation shapes conduct before any direct intervention occurs. People become their own watchers, avoiding behavior 
that might later be misunderstood.

The most effective surveillance system is not necessarily one in which officers observe every citizen. It is one in which 
citizens understand that they can be reconstructed whenever authority decides to look.
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A population that believes every action may become permanent evidence will behave differently from one that expects 
most ordinary life to disappear.

Freedom requires more than the absence of punishment. It requires some confidence that unfinished thought, private 
experimentation and harmless deviation will not be preserved indefinitely for institutional review.

The End of the Accidental Protection

Privacy was always defended by two forces.

One was political: rights, courts, laws, journalism, public resistance and limits upon authority.

The other was accidental: distance, paper, expense, human memory, fragmented institutions and the simple impossibility 
of watching everyone.

The second defense is collapsing.

This leaves the first carrying a burden it was never designed to carry alone.

Constitutions must now protect people in a world where records are generated continuously by private systems. Courts 
must evaluate searches that occur without physical entry. Legislatures must regulate inferences that did not exist when 
the original information was collected. Citizens must attempt to understand technologies that change faster than 
democratic institutions can deliberate.

The task is not hopeless, but it cannot begin with comforting language.

We cannot pretend privacy remains intact merely because legal rights still contain the word. We cannot confuse consent 
with submission to terms required for participation in modern society. We cannot treat a distributed profile as harmless 
because no single company possesses every fragment. We cannot assume that information collected for convenience will 
remain forever confined to its original purpose.

Most of all, we cannot rely upon obscurity.

That protection is ending.

Previous generations fought for the right to close the door. We inherited that right and then filled the room with devices 
capable of recording what occurred inside it. We fought to make the state justify its searches, then created private systems 
that preserve the material of future searches before suspicion exists. We established limits on official dossiers, then 
allowed commercial markets to construct profiles far more detailed than many governments could once have imagined.
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We did this quickly because every individual step appeared useful.

We did it easily because surrender did not look like surrender.

We did it willingly because the machine offered us something in return.

Now artificial intelligence is learning to read the record.

Privacy was never free. It was purchased through centuries of political resistance and preserved by physical limits we 
scarcely noticed because they appeared permanent. We spent generations building the legal right and barely a generation 
dismantling the practical conditions that allowed it to exist.

The next stage of this investigation begins with the system we created in the process.

Before institutions could know everything, everything first had to become knowable.

Everything had to become data.



NOMOTO MEDIA   ·   28

PART 3

China: The Surveillance State in Practice
2026-07-26 · ORIGINAL ARTICLE: HTTPS://WWW.NOMOTO.MEDIA/CHINA-THE-SURVEILLANCE-STATE-IN-PRACTICE/

The most misleading way to understand surveillance in China is to imagine a single machine.

There is no one screen on which the government watches every citizen. There is no universal number that rises when a 
person behaves obediently and falls when they cross the street incorrectly. The familiar Western image of a national 
“social credit score” is a distortion: a dramatic simplification of a much larger and more consequential reality.

China has not built one surveillance system.

It has built the conditions under which many systems can cooperate.

Identity records, cameras, telecommunications, travel systems, financial regulation, internet platforms, local police 
databases and administrative blacklists do not have to become one perfect database to change the relationship between 
citizen and state. They need only become reliable enough to identify the same person, interoperable enough to exchange 
information and useful enough to shape what institutions do next.

This is the implementation phase of surveillance.

The first installment of this investigation examined how artificial intelligence converts accumulated data into knowledge. 
The second examined the long political struggle that created private life and the speed with which convenience helped 
dissolve it. China presents the next question: what happens when collection, identity, analysis and administrative power 
are not merely available, but organized as ordinary instruments of governance?

The answer is not science fiction. It is bureaucracy at scale.

The Myth of the Single Score

China’s social-credit system is often described abroad as if every citizen carries a single numerical rating that determines 
whether they may board a train, rent an apartment or send a child to school. That story is memorable. It is also inaccurate.

The real system is less theatrical and more institutional. It consists of regulatory records, court-enforcement lists, sector-
specific evaluations, company credit information, administrative sanctions and incentives distributed across different 
levels of government. A business may be evaluated for tax compliance, food safety or environmental conduct. A person 
who refuses to comply with a court judgment may face restrictions connected to that judgment. Local experiments have 
sometimes used points, but they are not evidence of one unified national score assigned to every citizen.

https://www.nomoto.media/china-the-surveillance-state-in-practice/
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Correcting the myth does not make the system harmless. It reveals what actually matters.

Power does not require a magic number. It requires records that follow an identity and consequences that can travel 
between institutions.

China’s 2025 national guidance on the social-credit system describes a legal and administrative infrastructure intended to 
cover different kinds of entities and economic activity. The same guidance also warns against excessive collection, 
improper use and the overgeneralization of punitive measures. Those protections matter. Their existence also tells us what 
the system makes possible: information gathered for one administrative purpose can acquire influence elsewhere unless 
boundaries are actively enforced.

The danger is not that an algorithm secretly reduces a life to 742 points.

The danger is that a person can become legible across institutions.

The Identity Layer

Every scalable surveillance system confronts the same problem: how does it know that records produced in different 
places belong to the same person?

A camera captures a face. A railway system records a ticket. A platform stores an account. A hotel verifies a guest. A 
court records a judgment. A telecommunications company knows a subscriber. None of these records becomes truly 
powerful until identity can connect them.

China’s national network identity authentication public service, governed by rules that took effect in July 2025, is an 
attempt to create such a layer. The service can issue an online identity number and credential linked to a person’s legal 
identity, allowing participating services to verify the user without repeatedly collecting the underlying identity document. 
The official rationale is partly protective: reduce the excessive retention of national identification information by private 
platforms and disclose only what a transaction requires.

That is a real privacy argument. A reusable credential can be safer than giving every application a copy of a government 
identification card.

It is also centralization.

The rules describe participation by individuals as voluntary and limit service providers from forcing use where other 
lawful verification methods are available. They impose duties of minimum collection, security and purpose limitation. Yet 
the infrastructure still establishes a state-supported method by which activity across services can be tied to verified 
identity. Where law requires the provision of identity information or logs to authorities, the system can provide it.
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The same mechanism can therefore reduce one kind of commercial exposure while increasing the coherence of the 
identity environment as a whole.

Privacy is not determined only by how much information each service sees. It is determined by who can connect the 
services.

In June 2026, China’s internet regulator published draft rules for distributed digital identity interoperability. They remain 
proposals, not enacted law. But the direction is revealing: identity credentials designed to function across finance, 
transportation, customs, taxation and other domains. The administrative dream is not necessarily a giant database 
containing every transaction. A common identity layer can make separate databases behave as though they belong to the 
same system.

Interoperability is often presented as efficiency.

From the perspective of power, it is also reach.

The Camera Is Becoming an Institution

China’s camera networks are famous enough to have become visual shorthand for the surveillance state. Images of dense 
urban camera installations appear in nearly every foreign account. The hardware matters, but the camera itself is no 
longer the important unit.

The important unit is the governed system around it.

State Council regulations that took effect in April 2025 define public-security video systems as systems that collect, 
transmit, display and store video related to public safety. The regulations establish rules for placement, warning signs, 
cybersecurity, data security and the protection of personal information. They prohibit cameras in hotel rooms, 
dormitories, bathrooms, changing rooms and other intimate spaces. They restrict unlawful access and dissemination. 
Separate facial-recognition rules, effective in June 2025, require a specific purpose and sufficient necessity, minimum 
impact on individual rights, notice, separate consent in consent-based uses, short retention and privacy-impact 
assessment.

The rules also say facial recognition should not be the only verification method where another method can achieve the 
same purpose. Public-place systems must be necessary for public security. Operators storing facial information from 
100,000 people must file with provincial-level or higher internet regulators.

These are not trivial protections. A serious account of China should not erase them.

But regulation does not mean retreat. It means normalization.

China is not abandoning facial recognition or public-security video. It is writing the rules by which these systems become 
durable parts of the state. National technical standards continue to define public-security video analysis and camera 
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requirements. The companies and public-security research institutions involved in those standards are not debating 
whether machine vision will exist. They are deciding how it will operate.

This is what the implementation phase looks like. A technology moves from demonstration to procurement, from 
procurement to standards, from standards to routine administration. Its most consequential moment may not be the day it 
is first deployed. It may be the day it becomes unremarkable.

Xinjiang and the Difference Between Capacity and Use

No examination of surveillance in China can avoid Xinjiang.

United Nations human-rights experts and the Office of the High Commissioner for Human Rights have documented 
allegations of large-scale arbitrary detention, intrusive monitoring, biometric collection and technology-assisted policing 
directed at Uyghurs and other predominantly Muslim communities. Chinese authorities dispute many of these findings 
and describe their policies in terms of counterterrorism, deradicalization, public safety and development.

The disagreement is politically profound. The institutional lesson is more basic.

A surveillance architecture cannot be evaluated only by its ordinary consumer uses or by the safeguards written into 
national rules. It must also be evaluated by what happens when the state declares a population, movement or region to be 
a security problem.

Systems that appear administrative in ordinary life can become coercive under exceptional authority. Identity verification 
can become movement control. Camera networks can become persistent tracking. Police databases can become tools of 
association mapping. Checkpoints can become opportunities for extraction. A risk flag can become the beginning of 
investigation rather than the result of one.

The distinction between data and punishment is politically comforting but technically weak. Data does not punish anyone 
by itself. Institutions do. Yet institutions act through information, and the quality of the information environment 
determines how widely suspicion can spread.

Xinjiang shows why “the system has safeguards” and “the system can be used coercively” can both be true.

Capacity survives the policy of the moment.
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The Phone, the Platform and the State

Surveillance in China is not produced solely by police cameras. As elsewhere, everyday life creates the archive.

Mobile payments, super-apps, location services, transportation systems, online accounts and platform moderation 
generate records because they are necessary to modern commerce and communication. China’s Personal Information 
Protection Law and related data-security rules impose consent, purpose, minimization and security obligations on many 
forms of processing. Chinese regulators have repeatedly acted against applications for excessive collection and other 
violations.

Again, the simplistic story fails. China is not a country without privacy law.

It is a country in which privacy protections operate inside a political system that gives the party-state broad authority in 
the name of national security, public order and social governance. Commercial privacy and political privacy are not the 
same thing. A citizen may have a legitimate complaint when a company collects unnecessary contacts while possessing 
far less ability to resist a lawful demand made under state authority.

This distinction exists in democracies too. Companies are restrained in some contexts while governments retain expansive 
powers in others. The difference is not that one society has law and another has only surveillance. The difference lies in 
who can challenge a demand, which court can hear the challenge, what evidence becomes public, how independent the 
adjudicator is and whether political opposition itself remains protected.

Privacy is not merely a rule governing data.

It is a structure governing power.

Prediction Changes Policing

Traditional policing begins with an event. A crime is reported, evidence is collected, suspects are identified and an 
investigation follows.

Data-driven policing can reverse the sequence.

It can begin with a person, place, relationship or pattern that a system has classified as worthy of attention. The prediction 
does not need to be called an arrest decision to alter a life. It can determine who is questioned, whose device is inspected, 
which neighborhood receives patrols, which traveler is delayed or which account receives additional scrutiny.

Every predictive system faces a recursive problem. It learns from records created by previous enforcement. If police 
concentrate attention in one place, they will record more incidents there. Those records may justify additional attention. 
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The system can transform the history of institutional observation into evidence about the population being observed.

AI makes this loop faster, but it does not make it objective.

In China, the integration of public-security video, identity systems and administrative data creates the possibility of 
moving from retrospective search toward continuous classification. Not every available capability is used everywhere, and 
publicly accessible evidence rarely permits outsiders to map the entire system with precision. It would be irresponsible to 
claim otherwise.

The central fact does not require omniscience. The state is building standardized, identity-aware and increasingly 
machine-readable systems at national scale. Once those capacities exist, political restraint must do more work than 
technological limitation once did.

China Is Not the Future

Western discussion often treats China as a warning from somewhere else.

That is too convenient.

China’s political system permits forms of central coordination, censorship and state authority that distinguish it from 
liberal democracies. Those differences are real and should not be blurred for rhetorical effect. But the underlying 
components of the surveillance architecture are not uniquely Chinese. Facial recognition, commercial location data, 
identity verification, automated license-plate readers, platform records, predictive analytics and government contracts 
exist throughout the democratic world.

The procurement pathways differ. The legal doctrines differ. The rhetoric differs. The infrastructure is becoming familiar.

China is important not because every country will copy its institutions exactly. It is important because it demonstrates 
what occurs when the components are treated as a coherent governing capacity rather than isolated tools. It shows that 
surveillance does not have to arrive through one dramatic law. It can arrive through standards, contracts, identity 
systems, safety programs, fraud prevention, platform obligations and administrative convenience.

The democratic world prefers to describe each system separately.

The data broker is commercial.

The camera is local.

The border database concerns immigration.
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The facial-recognition search concerns crime.

The identity credential prevents fraud.

The intelligence purchase uses information already for sale.

Each statement may be true. Together they describe an architecture.

The question is therefore not when China’s system will come here.

The question is which parts have already arrived, who operates them, and whether dividing power among companies, 
police departments, intelligence agencies and contractors makes the citizen more protected—or merely makes the system 
harder to see.

That is the subject of the next investigation.
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https://www.ohchr.org/sites/default/files/documents/countries/2022-08-31/22-08-31-final-assesment.pdf
https://english.www.gov.cn/policies/latestreleases/202503/31/content_WS67ea9a7fc6d0868f4e8ef898.html
https://www.cac.gov.cn/2026-06/18/c_1783525605384124.htm
https://www.cac.gov.cn/2025-05/23/c_1749711107837215.htm
https://english.www.gov.cn/policies/latestreleases/202502/10/content_WS67a9d629c6d0868f4e8ef898.html
https://www.cac.gov.cn/2025-03/21/c_1744174262342111.htm
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